
Most common Windows Active Directory Misconfigurations 

 

 

1. Kerberos Unconstrained Delegation 

• Availability: In every AD domain 

• Level of Threat: Critical 

• Attack Method: Impersonation 

• Commonality of being misconfigured:  99%  

• Ability to secure: Yes 

• How to secure: Configure contrained delegation 

• Powershell command to verify the issue: 

Get-ADComputer -Filter {TrustedForDelegation -eq $true -and primarygroupid -eq 515} -

Properties TrustedForDelegation 
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### Attack summary 



The attacker can extract the Kerberos ticket which could be used as a login session to compromise 

the server.  

Let’s assume that the CLIENT01 workstation has enabled the following function “Trust computer for 

delegation to any service (Kerberos only)”.  

Figure 2 

 

 

### Proof of concept 

 

NOTE:  

If the admin has logged in at least once to the server which the attacker has already access the attack 

can be successful. Another way is SE: Domain Admin to connect to any service on the server with 

unconstrained delegation. 

When the admin connects to this service, the admin’s TGS service ticket (with the TGT) is delivered to 

the server and placed into LSASS in case it’s needed later. 

The attacker would be able to compromise the DC01 server via an admin or service account. Through 

Mimikatz, Rubeus, Impacket or another tool the attacker can extract the Kerberos ticket (it could be 

used as a login “session”) from privileged accounts (Administrator/KRBTGT). The attack is possible 

using a low privilege user too. 



Rubeus.exe monitor /interval:5 
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2. Service Principal Name 

• Availability: In every AD domain 

• Level of Threat: Critical 

• Attack Method: Kerberoasting 

• Commonality of being misconfigured: 99%  

• Ability to secure: Yes 

• How to secure: Remove SPN users from privileged groups 

• Powershell command to verify the issue: 

aduser -filter * -properties Name, ServicePrincipalNames | where-object { 

($_.ServicePrincipalnames).Count -ne 0} | Select Name, ServicePrincipalNames 

Figure 4

 



 

### Attack summary 

 

The attacker could use a low privilege user account to get the Admin ticket abusing of SPN function. 

Let’s assume that the SPN (servicePrincipalName) http/server1.aitpentest.local:80 is assigned to 

Administrator account. 

Figure 5 

 

 

 

 

### Proof of concept: 

 

Using Kerberos Impacket Tools the attacker could obtain the Ticket of privileged accounts. 

└─$ python3 /home/teodor/.local/bin/GetUserSPNs.py -request -dc-ip 10.0.2.4 

AITPENTEST.local/Test:Test123 

 



Figure 6 

 

 

3. No Kerberos Pre-Authentication 

• Availability: In every AD domain 

• Level of Threat: Critical 

• Attack Method: AS-REP roast 

• Commonality of being misconfigured: 75%  

• Ability to secure: Yes 

• How to secure: Disable “Do not require Kerberos preauthentication” function 

• Powershell command to verify the issue:  

 

Get-DomainUser -PreauthNotRequired 

 

You can use powerview.ps1 or you can check it manually see figure 7 

 

Figure 7 



 

 

### Attack summary 

 

Let’s assume that the user “glenda.mireille” has enabled the following functions figure x. 

If Pre-Authentication is not required the attacker can simply send a fake AS-REQ, which the KDC will 

immediately send the TGT because there is no password required. The AS-REP will include the TGT, 

along with some additional data that is encrypted with the user’s key, a.k.a. the password hash, 

which can be obtained from the data and cracked offline. 

 

### Proof of concept 

 

└─$ python3 /home/teodor/.local/bin/GetNPUsers.py -dc-ip 10.0.2.4 AITpentest/ -users users-

vuln.txt -format john 

Figure 8

 

 



 

4. DC Sync Attack 

• Availability: In every AD domain 

• Level of Threat: Critical 

• Attack Method: Replication of directory services 

• Commonality of being misconfigured: 80%  

• Ability to secure: Yes 

• How to secure: control/disable the following privileges in AD;  

Replicating Directory Changes 

Replicating Directory Changes All 

Replicating Directory Changes In Filtered Set 

• Powershell tool to verify the issue: powerview.ps1 or you can check it manually see figure below 

 

Figure 9 

 

 

 

 



 

### Attack summary 

 

Let’s assume that the user “Test” has enabled the following functions: see figure 9 

 

KRBTGT is an account used for Microsoft’s implementation of Kerberos, the default Microsoft 

Windows authentication protocol. Using a low privileged account, the attacker could extract the 

KRBTGT ‘s NTLM hash.  

 

### Proof of concept 

 

└─$ python3 secretsdump.py AITpentest.local/Test:Test123@10.0.2.4 -just-dc-ntlm 

Figure 10 

 

 

5. DNS Admin 

• Availability: In every AD domain 

• Level of Threat: Critical 

• Attack Method: Privileged Escalation 

• Commonality of being misconfigured: 99%  

• Ability to secure: Yes 

• How to secure:  

- reduce number of DNS Admin members  

- monitoring for suspicious child processes (rundll32, powershell, cmd, net, etc.) spawned by 

the dns.exe on DCs 

• Powershell command to verify the issue: 

get-adgroupmember -Identity "DNSAdmins" 

 

 



Figure 11 

 

 

### Attack summary 

 

This is an feature abuse where in a user who is a member of DNSAdmins group can load arbitrary DLL 

on the DNS server. As result the attacker gain full access on DC server. 

 

### Proof of concept 

 

DLL injection 

dnscmd DC01.AITpentest.Local /config /serverlevelplugindll 

C:\Users\ansley.andrei\Downloads\rev1.dll 

Figure 12 

 

 

Reverse shell after restarting the DNS server 

 

 

Figure 13 
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